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PROGRESS AGAINST 2017/18 INTERNAL  AUDIT PLAN 

Internal Audit 

This report is intended to inform the Audit and Governance Committee  

of progress made against the 2017-18 internal audit plan  which was 

approved by the Audit and Governance Committee in March 2017.  

Please note that our work complies with Public Sector Internal Audit  

Standards. As part of our audit approach, we have agreed terms of  

reference for each piece of work with the Audit Sponsor, identifying the  

headline and sub-risks which have been covered as part of the  

assignment. This approach is designed to enable us to give assurance  

on the risk management and internal control processes in place to  

mitigate the risks identified. 

 

Internal Audit Methodology 

Our methodology is based on four assurance levels in respect of our  

overall conclusion as to the design and operational effectiveness of  

controls within the system reviewed. The assurance levels are set out  

in appendix II of this report, and are based on us giving either  

"substantial", "moderate", "limited" or "no“ assurance. The four  

assurance levels are designed to ensure that the opinion given does  

not gravitate to a "satisfactory" or middle band grading. Under any  

system we are required to make a judgement when making our overall  

assessment. 

 

Work outside of the Internal Audit Plan 

The following changes have been made: 

• Audit 4 General Ledger has been removed.  This is because 

an urgent review of Audit 20. Cash Handling was required 

due to a significant control failure identified in this area. 

• An review of Audit. 18 Disabled Facilities Grant was added 

as this was required as part of the Council’s compliance 

procedures for the funding it issues. 

Overview of 2017/18 work to date 

We have completed and finalised the reports for: 

• Audit 8. Counter Fraud Review  

• Audit 14. Fusion Partnership Arrangements   

• Audit 20. Cash Handling. 

 

We have also completed a review of:  

• Audit 18. Disabled Facilities Grant  

• Audit 19. Benefits Team Plan Comparison.  

 

For those reports issued with Moderate opinions and above, the  

Executive Summary is enclosed in this report. 

 

No reports have received a Limited Opinion at this Committee. 

 

Other Reports 

• Follow-Up of Recommendations 

• Updated Internal Audit Charter. 
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Name of review Audit 

Sponsor 

Agreed 

Days 

Planning Fieldwork Reporting Committee 

Reported to 

Assurance 

Design Effectiveness 

EFFICIENT, EFFECTIVE COUNCIL 

Audit 2, Accounts Payable   Nigel 

Kennedy 
10  October 2017 

Audit 3. Payroll and Overtime   Nigel 

Kennedy / 

Helen Bishop 

10  January 2018 

Audit 4. General Ledger   

 
Nigel 

Kennedy 
10 Removed from the Audit Plan 

Audit 5. Income Generation (non-

Direct Services)   
Nigel 

Kennedy 
13  January 2018 

 

Audit 6. Payment Card Industry 

Data Security Standard (PCI 

DSS)   

Nigel 

Kennedy 
12  November 

2017 

Audit 7. Freedom of Information   Lindsay 

Cane 
12  

 

  June 2017 Moderate Moderate 

Audit 8. Counter Fraud Review   Scott Warner 15  

 

  September 

2017 

Moderate Substantial 

Audit 9. Budget Setting and 

Monitoring   
Nigel 

Kennedy 
15  

 

September 

2017 

Audit 10. Collection Fund   Nigel 

Kennedy 
10  

 

October 2017 

Audit 11. Cyber Crime   Helen Bishop 14    September 

2017 

Moderate Limited 

Audit 12. Data Protection   Helen Bishop 12  

 

January 2018 

Audit 13. Recruitment and 

Retention   
Nigel 

Kennedy 
15  

 

October 2017 

 

PROGRESS AGAINST 2017/18 INTERNAL AUDIT PLAN 
The reviews to be completed for the period 1 April 2017 to 31 March 2018 were agreed at the March 2017 Audit Committee. 
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Name of review Audit 

Sponsor 

Agreed 

Days 

Planning Fieldwork Reporting Committee 

Reported to 

Assurance 

Design Effectiveness 

VIBRANT, SUSTAINABLE ECONOMIES 

Audit 1. Car Parking  Nigel 

Kennedy 
12    June 2017 Substantial Moderate 

STRONG, ACTIVE COMMUNITIES 

Audit 14. Fusion Partnership 

Arrangements   
Ian Brooke 12    September 

2017 

Moderate Moderate 

MEETING HOUSING NEEDS 

Audit 16. Companies Review   

 
Stephen 

Clarke 
15  

 

November 

2017 

Audit 17. Housing Rents   

 
Nigel 

Kennedy 
13  

 

October 2017 

 

ADDITIONAL REVIEWS TO THE AUDIT PLAN 

Audit 18. Disabled Facilities Grant Nigel 

Kennedy 
5    September 

2017 

 

N/A N/A 

Audit 19. Benefits Team Plan 

Comparison 
Nigel 

Kennedy 
2  

(carry 

forward 

from prior 

year) 

   September 

2017 

N/A N/A 

Audit 20. Cash Handling Nigel 

Kennedy 

 

15    September 

2017 

Moderate Moderate 

PROGRESS AGAINST 2017/18 INTERNAL AUDIT PLAN 
The reviews to be completed for the period 1 April 2017 to 31 March 2018 were agreed at the March 2017 Audit Committee. 
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EXECUTIVE SUMMARY – AUDIT 8. COUNTER FRAUD 

LEVEL OF ASSURANCE (SEE APPENDIX II FOR DEFINITIONS) 

Design Moderate 

Generally a sound system of internal control 

designed to achieve system objectives with some 

exceptions 

Effectiveness Substantial 
The controls that are in place are being 

consistently applied 

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX II FOR DEFINITIONS) 

High 
        

-          

    Medium 
                         

               2                

Low 
           

                          4  

Total number of recommendations: 6  

OVERVIEW 

Background 

Oxford City Council’s (OCC) Investigation Service has developed significantly over the last two years and has seen marked success in loss prevention 

and asset recovery over this period.  In 2016/17 efficiencies of £5.1m were reported as a result of invoicing for identified losses (‘cashable savings’) 

and the recovery of housing stock.  This year, the service is aiming to make further savings.  Our review provides a high-level overview of the current 

counter-fraud work-plan, as well as a focus on case management and Right to Buy (RTB) controls.  OCC is investing in a data-matching capability in 

order to boost the counter-fraud service’s marketability, initially by improving its preventative capability and, in the longer term, through enhanced 

data quality and customer insight.  Mindful of the impending General Data Protection Regulations (GDPR), the Investigation Service requested that we 

review their proposed information sharing protocol.  Lastly, we assessed the Council’s compliance with financial regulations when drawing up and 

charging for its service contract with Warwick District Council (WDC).     

Good Practice 

• The Investigation Service’s annual work-plan contains a wide range of appropriate proactive activity, including data matching, joint working and information sharing - 
both internally and with external partners - and bespoke fraud awareness training 

• Investigation Service KPIs demonstrate an appropriate output focus on ‘protecting the public purse’ in terms of financial losses prevented and/or recovered in year 

• The service is proactively seeking independently assured customer feedback on its delivery  

• OCC’s online fraud reporting tool is a simple and efficient means for the public to report concerns 

• Interviews Under Caution (IUC) are conducted with regard to legal obligations and best practice, including the use of the `PEACE’ 5 step model during questioning 
and the provision of PACE (Police and Criminal Evidence Act) -compliant spaces  and equipment for such interviews to take place 

• RTB due diligence is particularly robust and well controlled, with no discrepancies found in a sample of 15 RTB applications received in 17/18  

• Strong KYC (Know Your Customer) and Anti-Money Laundering (AML) procedures  are in place, particularly around ID verification 

• OCC’s business agreement with WDC is in line with financial regulations and there has been effective engagement between business partners and the Investigation 
Service to ensure contract pricing structures are appropriate 

OXFORD CITY COUNCIL STRATEGIC OBJECTIVE THIS REVIEW RELATES TO 

Efficient, Effective Council: A flexible and accessible organisation, delivering high-

quality, value-for-money services 
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EXECUTIVE SUMMARY – AUDIT 8. COUNTER FRAUD 

LEVEL OF ASSURANCE (SEE APPENDIX II FOR DEFINITIONS) 

Design Moderate 

Generally a sound system of internal control 

designed to achieve system objectives with some 

exceptions 

Effectiveness Substantial 
The controls that are in place are being 

consistently applied 

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX II FOR DEFINITIONS) 

High 
        

-          

    Medium 
                         

               2                

Low 
           

                          4  

Total number of recommendations: 6  

OVERVIEW CONTINUE 

Key Findings 

Two medium risk findings were noted:  

• The last Fraud Risk Forecast was completed in 2014/15 and a full Fraud Risk Assessment has not yet been undertaken 

• The viability of current staff and IT resources to support planned Investigation Service activity has not been formally assessed and this may impact 

on the achievement of  objectives such as commercial expansion of the service 

 

In addition, four low risk findings were identified, as follows: 

• Case file notes recorded using the InCase management system are sometimes lacking in detail 

• The Investigation Service should implement file reviews as a learning and quality assurance tool 

• Some amendments to the Council’s draft Information Sharing Protocol have been proposed, as detailed at the Enclosure. 

 

Conclusion  

The design of OCC’s counter fraud arrangements are generally robust, particularly around safeguarding the key asset of housing stock.  In this area, 

RTB due diligence stood out as proportionate, methodical and effective in its operation.  A wider focus on fraud risks across the organisation, from 

both internal and external sources, will strengthen the internal control environment  further.  As it continues to grow and expand, particularly in its 

commercial operations, the Investigation Service should reflect on how it plans to manage staff and technology in order to keep pace with increasing 

demand, whilst still maintaining its objectives for customer focus and financial delivery. 

OXFORD CITY COUNCIL STRATEGIC OBJECTIVE THIS REVIEW RELATES TO 

Efficient, Effective Council: A flexible and accessible organisation, delivering high-

quality, value-for-money services 
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EXECUTIVE SUMMARY – AUDIT 20. CASH HANDLING 

LEVEL OF ASSURANCE (SEE APPENDIX II FOR DEFINITIONS) 

Design Moderate 

Generally a sound system of internal control 

designed to achieve system objectives with some 

exceptions. 

Effectiveness Moderate 

Evidence of non compliance with some controls, 

that may put some of the system objectives at 

risk.  

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX II FOR DEFINITIONS) 

High          

    Medium                         2 

Low             1 

Total number of recommendations:  2 

OVERVIEW 

The Council generate income through various streams including Planning, Licensing, Land Charges and Car parking. These services are paid for via cash and cheques 
directly to the service line, who in turn issue receipts and record the income collected. The cash and cheques are brought to the finance department at the Council who 
verify the amounts collected and issue a receipt. These amounts are in turn stored in a safe and for smaller amounts, a locked drawer before the cash is deposited in the 
Council’s bank accounts. It has been brought to our attention that a box containing £146.48 in cheques relating to income collections made in 2014 was found in August 
2017. This has prompted an immediate review of the cash handling processes.  This audit has identified inconsistencies in practice across the service lines, specifically in 
regard to the timely depositing of cash and cheques with finance.  
 

During this review the following areas of good practice were noted: 

• The Council provide training to junior members of staff who are involved in cash handling  

• Once deposited with the payments officer in finance, cash and cheques are held securely until they are deposited at the bank 

• All deposits to finance are receipted, with a copy sent back to the key contact in the service line 

 

However the following areas of improvement were noted: 

• Cash and cheques are not held securely by all service lines (Medium – Finding 1) 

• There are no procedure notes detailing the process for depositing cash with finance, leading to inconsistencies in practice across the service lines 

(Medium – Finding 2) 

• The transportation of cash from the a specific site to the Council offices is by one member of staff only (Low – Finding 3). 

 

Please note that many Council’s are focussing on moving to cheque/cashless processes.  In this review we identified in the period 1 January to 31 
August 2017 the Council receipted £487,212 of cheques and £27,150 of cash. The Council should investigate or plan to use cashless payment methods to help 
break cycles of dependency on services.  This is an area we will monitor through our follow-up process. 
Conclusion 

We have issued two medium and one low level recommendations that we believe will improve the control environment.  Furthermore, from our testing 

and observation of the control environments we have not identified any high recommendations or significant instances of non-compliance with controls 

in place. As a result we conclude moderate assurance on both the design and operational effectiveness of the controls. 

OXFORD CITY COUNCIL STRATEGIC OBJECTIVE THIS REVIEW RELATES TO 

A vibrant and sustainable economy. A smart and entrepreneurial city with a 

thriving local economy supported by improved infrastructure, training and skills 
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OTHER INTERNAL AUDIT WORK 

1. BENEFITS ACTION PLAN COMPARISON 

There was 2 internal audit days unused in the 2016-17 audit plan.  It was agreed that these surplus days would be best used to provide a high level 

overview of the Council’s Housing Benefits Recovery Plan.  The Council had to repay money to the Department for Communities and Local Government 

post the external audit of their 2015-16 Benefits Submission.  This has led to greater scrutiny in the area. 

 

From our comparison of the Recovery Plan to other authorities we conclude that overall the Recovery Plan is a very detailed document with clear 

proposals, desired outcomes, nominated responsible officers and timescales.  However, there are a few areas for further improvement which could be 

made: 

 

• The key thing in delivering improvement is getting the culture of the team right, so that everyone is focussed on getting processing done ‘right first 

time’. The challenge to achieving this is bringing everyone along with you and to deliver this there really needs to be a team ethos that everyone is 

signed up to and properly engaged with 

• There could be greater focus on those with lower accuracy rates on a reoccurring basis.  This could be formalised into their appraisal process to 

ensure that action is taken 

• The Council could consider a mentoring programme where staff achieving higher accuracy rates mentor those with lower rates – receiving feedback 

from staff and not management may foster a better culture 

• The outcome of achieving a uniform approach for staff to attend training and important staff meetings also needs to happen, so that the whole 

team has received the same learning and messages  

• Calculation of earned income to be used in benefit assessments is a perennial problem encountered by most processing authorities. To address this 

assessors need to clearly document the calculation they have made and the rationale for why they have done what they have done, referencing this 

back to the evidence provided by the claimant 

• There could be greater use of tools to help risk assess cases to ensure appropriate priority of cases is made. 

8 

2. DISABLED FACILITIES GRANT 

For the 2016-17 financial year, Oxford City Council received £964,129 funding from Oxfordshire County Council to administer Disabled Facilities Grant 

(DFG) applications. DFG is available from Local Authorities to pay for essential housing adaptations to help disabled people stay in their own homes. 

 

A condition on receiving this grant is that it is independently audited to assess whether the funds received have been spent reasonably and in line with 

specific grant conditions.  BDO LLP were instructed to provide this independent assessment and conclude that in all significant aspects the from the 

sample tested that conditions of the grant have been met for the period 1 April 2016 to 31 March 2017 with no exceptions to formally report.  
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APPENDIX I – DEFINITIONS 
The below table sets out the definitions for the assurance levels and recommendation significant we issue in our  audits. 

LEVEL OF  

ASSURANC

E 

DESIGN of internal control framework OPERATIONAL EFFECTIVENESS of internal controls 

Findings from review Design Opinion Findings from review Effectiveness Opinion 

Substantial Appropriate procedures and  

controls in place to mitigate the  

key risks. 

There is a sound system of  

internal control designed to  

achieve system objectives. 

No, or only minor, exceptions  

found in testing of the procedures  

and controls. 

The controls that are in place are  

being consistently applied. 

Moderate In the main there are appropriate  

procedures and controls in place  

to mitigate the key risks reviewed  

albeit with some that are not fully  

effective. 

Generally a sound system of  

internal control designed to  

achieve system objectives with  

some exceptions. 

A small number of exceptions  

found in testing of the procedures  

and controls. 

Evidence of non compliance with  

some controls, that may put some  

of the system objectives at risk. 

Limited A number of significant gaps  

identified in the procedures and  

controls in key areas. Where  

practical, efforts should be made  

to address in-year. 

System of internal controls is  

weakened with system objectives  

at risk of not being achieved. 

A number of reoccurring  

exceptions found in testing of the  

procedures and controls. Where  

practical, efforts should be made  

to address in-year. 

Non-compliance with key  

procedures and controls places  

the system objectives at risk. 

No For all risk areas there are  

significant gaps in the procedures  

and controls. Failure to address  

in-year affects the quality of the  

organisation’s overall internal  

control framework. 

Poor system of internal control. Due to absence of effective  

controls and procedures, no  

reliance can be placed on their  

operation. Failure to address in-  

year affects the quality of the  

organisation’s overall internal  

control framework. 

Non compliance and/or  

compliance with inadequate  

controls. 

Recommendation Significance 

High A weakness where there is substantial risk of loss, fraud, impropriety, poor value for money, or failure to achieve organisational objectives. Such  

risk could lead to an adverse impact on the business. Remedial action must be taken urgently. 

Medium A weakness in control which, although not fundamental, relates to shortcomings which expose individual business systems to a less immediate  level 

of threatening risk or poor value for money. Such a risk could impact on operational objectives and should be of concern to senior  management and 

requires prompt specific action. 

Low Areas that individually have no significant impact, but where management would benefit from improved controls and/or have the opportunity to  

achieve greater effectiveness and/or efficiency. 

9 
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